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Background

On March 5, 2007, the United States Patent and Trademark Office released a
report on inadvertent filesharing entited Fi | eshari ng Progr ams and
Features to Indud¢eéh¥es @&USPT®BR&mmpbiodata, the
USPTO Report concluded that (1) distributors of popular filesharing programs had
deployed at least five features that were known would cause users to share files
inadvertently, and (2) these features may have been intended to cause inadvertent
sharing because (a) they became more prevalent and more aggressive after they were
known to cause inadvertent sharing, and (b) they were deployed in wavesd new
Af eatureso appeared as users Jlearned to disa
summer of 2007, the House Committee on Oversight and Government Reform gave the
distributors of LimeWire two chances to respond to these concerns.

On June 19, 2007, the House Committee on Oversight and Government Reform
sent a letter, (t he A @WireniG.t l& asked Lirhegvirette r 0 ) , t
respond to nine questions and to the USPTO Report. On July 5, 2007, LimeWire gave
the Committee a 47-page response consisting of cover letter, a response to the nine
guestions, an Appendix on t hler odluSgPhTOO oRfe pioma d v
sharing precautions in LimeWire (collectively
the Chairman, Ranking Member, and 17 other members of the Committee sent a public
letter to the Federal Trade Commission that called for an investigation of inadvertent
filesharing and attached Li meWireds Response.
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Next, on July 24, 2007, the Committee invited Mark Gorton, CEO of LimeWire
LLC, to testify at its hearing, finadvertent Filesharing over Peer-to-Peer Networks. 20Mr.
Gorton was shockedby t he extent and consequences of I
idea that there was the amount of classified information out there or that there were
people who are actively |l ooking for t hat an
Transcript, at 19. f | t hink | 6ve al ways felt t hat it W ¢
know what they were doing. However, when you see documents coming from people
who specialize in computer security about, you know, military documents, it really
makes you t hdiatX. MmnGodonm also said thatd now that he understood
the prevalence and consequences of inadvertent sharingd LimeWire would remediate
itt Al absolutely want to do ever y-sharinga dndi n my r
amsorrytosaythatl di dnét realize theldatQbpe of the pr

To assist further investigatory efforts by the Committee, the FTC, and other law-
enforcement agencies, we anal yzed Li meWirebés Response to
and its response to the Commi t t leearidgsin order to answer two questions.

e Firstt does data provided in LimeWi reds Respo
t hat it did not depl oy the five probl emat
report or reveal credible, good-faith explanations for why it did deploy such
features?

e Second, during the three months since the Co
done fAeverything in [its] power o to i mplen
significantly reduce or eliminate inadvertent sharing?

We conclude that the answer to each questioni s @A No. 0 Li meWireds Re
Commi tteebs Letter i dentifies no materi al de
conclusions. Nor are the changes that LimeWire made after the hearing likely to
significantly reduce or eliminate inadvertent sharing: Once again, LimeWire has
Ai mprovedo i ts ppepeuate madverientwsteanyng. t h at

LimeWire's Response to the Committee's Letter and the USPTO Report

Li meWi reods Respamsevel  cltwd etsh equediansnman t t e e 6 S
Appendi x, and a AWal kt hougho tehtlg & pomtvogpointap si g
analysis of each of its claims would bury and disperse information about the five
problematic features discussed in the USPTO Report. This analysis will thus focus on
those features, and discuss them in the order presented in the USPTO Report. It will
focus, in particular, on the most disturbing features deployed in LimeWire: Share-folder
and search-wizard features like those condemned in the 2002 study Usability and

A video of the hearing and copies of the witnesses wri
web site at http://oversight.house.gov/story.asp?ID=1424. A transcript is also available. See Federal
News Service, Hearing of the House Oversight and Government Reform Committee, Inadvertent File-
Sharing over Peer-to-Peer Networks (July 24, 2007) [hereinafter Transcript at __].
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Privacy and the Committeeods Ma Vhesd feature2 € Bausdr e ar i n ¢
catastrophic inadvertent sharing that results in emptied bank accounts, lost jobs, and a
copyright-infringement lawsuit. Moreover, their risks were detailed in Usability and

Privacy and the 2003 congressional hearings that led LimeWire to adopt the Code of

Conduct that should have precluded their use.

1. LmeWi reds Redistr.i bution Featur e

The USPTO Report (pp. 14-15) criticized LimeWire for replacing its once-useful
main-i nt er face display of the number of files a
a cryptic number, A42. 0 ig.18&mASVFigAZ)&laimsRatap on s e
user hovering a mouse pointer over the number will see a tooltip explaining its meaning,
AYou are sharing 42 files. o

This claim surprised us: We had never seen a floating (or clickable) tooltip in
LimeWire 4.10.9. Then we re-examined Figure 8 in the Response. In Windows,
programs can run in full-screen mode ori n f wi n ddevétda smaller window
occupying only part of the screen). Figure 8 shows LimeWire running in windowed
mode, and the tooltip appears below the window running LimeWire.

Because newer users are likely to do so, we ran LimeWire in full-screen mode. This
made the tooltip invisible: 1 t AappearetWonbHewsndSthet o menu.
we saw when fAhoveringodo a mouse over the crypt

-I!IIII e w0 @OKB/s 47 0@ 0KBfs For Turbo-Charged downloads get LimeWire PRO,
=1q [ .é > £ LimeWire: Enabling ... '{j limewire 4109 sf watn, .,

On another computer, we could get the tooltip to appear on-screen, but on this
computer, LimeWire looked like this in windowed mode:

Fa

A I N O o P o f 1

In any case, these screenshots, and Figure 8 of the Response, undermine

Li meWireds c¢cl ai m, (p. A7), that the clarifying
the main scr een,esfitwatteh csocnrseterna thedi@tontalnbarimmi nd . o
which the cryptic number appears, Ascreen rea

Moreover, while we have not scrutinized them all, other screenshots in the
Response also showed the Committee information hidden from most LimeWire users.

% See Nathaniel S. Good & Aaron Krekelberg, Usability and Privacy: A Study of KaZzaA P2P File-Sharing
(2002) reprinted in PROC. OF THE SIGCHI CONF. ON HUM. FACTORS IN COMPUTING SYSTEMS, vol. 5, iss. 1,
137-144 [hereinafter, Usability, at __]; Overexposed: The Threat to Privacy and Security on Filesharing
Net wor ks: Hearing Before the United States 108thuse of F
Cong. passim (May 15, 2003) [hereinafter, Overexposed, at ]
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For exampl e, Exhen $iiSthmasieFguwe 6 df dhe Response, (p. 8),
indicates that users opening LimeWi rebds fAShar
files will be shared by default:

Shared Extensions
You can choose which file extensions you would like to share.

Extensions:

asx;html;htm;xml;txt; pdf;ps;rtf;doc;tex;mp3;mp4;wav;wax; au; aif; aiff ;ra;ram;wma;

But this is wrong. When important data cannot be completely displayed on-
screen, programs usually warn users, as shown by the ellipses, ( €,)in Figures 4 and 9
of the Response, (papr. &d HXt) e n s iBdigusedd does notdSo w |
warn that it displays only 16% of the file types LimeWire shares by default. Worse yet, if
users guess this, click into the window, and try to see if other file types are shared, most
will scroll to the right because they read information from left-to-right. Doing so will
indicate that &&hwr pdo %waltileetyesistaned by default. Only
if LimeWire users scroll to the left, (for about 15 seconds), will they learn that LimeWire
shares A.doco and A.pdfo files by default.

2. Li me Wi r e 06 $oldemFaatuees.

The CommittaeskedLEeEtmeWire to fdAexplain why
included in previous versions of LimeWire, which seem to have been intended to help
users avoid inadvertent sharing, have been r
pop-up warnings referenced were display ed i n t he fASavingo menu of
shown in the USPTO Report (p.27, Fig. 10). These warnings, while imperfect, (see id.
at p. 28 & n.35), did distinguish the fASave L
share-folder feature criticized by Usability and Privacy and the Committee because they
(1) warned that a folder storing downloaded files would be shared; (2) let the user chose
not to share this folder; and (3) warned that this folder, if shared, would be shared
recursively, (all of its subfolders would also be shared).

Li meWireds Respons e thesd warnibgs were neveraréenmoved: t h a t
Al Clurrent versi oné. Weareinat awane df @ time wivea wamings g
were not included; if these warnings were ever omitted from a released version, the
exclusion was due to a bug that was quickly fixed . 0These claims reflect At h e
recollection of th'e developers,o (p.A10).

The USPTO Report, (p. 23-26 & Figs. 8-10), shows that the share-folder feature
in 4.0.7, a 2004 version of LimeWire displayed no such warnings. LimeWire thus
seems toclaimt hat it does not -foldee feaurelinoLimeViiira 8.0.74 he s h
lacked pop-up warnings, butifso, t hi s was fAdue to a bug that v

* LimeWire later claims, (Response, p.A4), that one of these developers cannot correctly describe the
behavior of 2006 versions of LimeWire.
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Li meWireds r ec odlesvorg.i Rublis data mgicatesrthattthe pop-
up warnings displayed in LimeWire 2.0.4 were removed from LimeWire in June of 2003.
For the next two years, its share-folder feature displayed no pop-up warnings. Nor have
the LimeWire 2.0.4 warnings ever reappeared. Different pop-up warnings did appear in

LimeWire 4.9.0 and | ater. But these warning

most dangerous behavior: Its recursive sharing of all subfolders of a shared folder.

a. From June of 2003 to June of 2005, Li me Wi r e 6fsldes feauree
di d not war n user s t hat a fiSave
shared recursively.

The USPTO Report (pp. 23, 25; Figs. 6, 8-9), displayed the share-folder feature
in LimeWire 4.0.7 because it behaved like other studied versions of LimeWire released

Direc

from June of 2003 to June of 2005. Because LimeWire d o e s not irecall o

versions behaved like 4.0.7, we re-verified our analysis using available public data.

As LimeWire CEO Mark Gorton noted in a recent interview with IEEE Spectrum,
many versions of LimeWire are available on the Webd collections are housed at sites
like www.oldversion.com. We thus were thus able to download and run copies of the
following versions of LimeWire: 3.0.2; 3.4.4; 3.6.15; 3.8.6; 4.0.7; 4.4.5. We also re-
checked screenshots of the share-folder feature in 4.8.0.°

No pop-up warnings appeared in any copy of any of these versions of LimeWire.
Consequently, we again conclude that available public data indicates that no version of
LimeWire released from June of 2003 to June of 2005 displayed any warning when a
user activated its share-folder feature. The behavior of LimeWire 4.0.7 appears to be
neither atypical nor Adue to a bug that

b. Since June of 2005, one of Li me Wi sharéfslder features and its
AShari ngo me npotedtialtymislaadimglwarnings.

LimeWire, (p. 2), cites deveraalni Ags wlpsgevarh d d & c

inadvertent sharing. Butthe s e war ni ngs twyeears agd. aThid mides a
guestion: Why does LimeWire keep causing catastrophic inadvertent sharing? Two
factors may explain why these recent warnings fail to prevent inadvertent sharing.

First, the USPTO Report, (p.33), criticized LimeWire for implementing anti-
inadvertent-sharing measures in ways that denied their benefits to users upgrading from
the past versions of the program that had necessitated such measures. Consequently,
the vast majority of LimeWire users who had once used pre-4.9.0 versions of LimeWire
would not benefit from more recent changes in the program: Their sharing settings were
not be rechecked or reset, so they would never see the warningsd even if they are

® Because LimeWire is an open-source program, we should have been able to cross-check public data by

compiling executable copies of older versions of

Concurrent Versioning System (CVS) depository. Unfortunately, the data needed to compile versions of

Li meV

LimeWire prior to 4.13.1 appears to have beenremoved from Li meWiredés public CVS
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sharing a fisensitiveo folder | ike fiDocument

Second, the more recent warnings LimeWire cites differ from the warnings in
LimeWire 2.0.4 in two ways: (1) they do not disclose that sharing a given folder will
recursively share all shareable files in all of its subfolders, and (2) most indicate that
sharing will not be recursived that the userwillshar e onl y @At hi sele€tadl der
through a share-folder feature or displayed in a pop-up sensitive-folder warning.

We wi | | address below LimeWi rebds unsubst

is the behavior that most experienced computeru s er s expect . 0 For now,

claim relevant and accurate, recursive sharing would still cause inadvertent sharing if a
program that shares folders recursively indicates that it does not.

(1) Theshare-f ol der f eatur e i n okbesmmediWatese 6 s
that sharing will not be recursive.

Since June of 2003, LimeWire has deployed a share-folder feature in its setup
process. This share-folder feature will be encountered mostly by new users installing
LimeWire for the first timed by those who are least likely to understand LimeWire and
its capabilities. Iti s s hown in LimeWirebs Wal kthrough

|t di spl ays t he def aul t AShar edo fol de

S

, 0

an

S e

r

downloaded files in a different folder. Unlike the share-f ol der featur e and

menu within LimeWire, this share-folder feature displays no pop-up warnings: Users
cannot avoid sharing a selected folder, and they will not be warned if they select a
Asensitiveo folder.

Worse yet, while the feature does disclose that a folder selected as the download

folder will be shared, it also indicatesd wronglyd that sharing willnotb e r e c urhisi v e:

folderwi 'l al so be sharedé. o (emphasi dsahildyd e d )
and Privacy warned, five years ag o , AThe word Afolderodo is si
and does not hint t hat al | folders bel ow

Usability, at 140.

.ng
it

(p

f

(2) Thepop-up warning in Li meWiHaderdeaturent er na

fails to disclose recursive sharing.

Li meWireds Response, (p. 6 ) -foldec featuremvdll t h a't
display a pop-up f@Aresbhasiwnwg warning. o This c¢claim
Li meWire disclosed recursive sharingfolderst di d
wi || al so be shared. o USPTO Report p. 28, Fi

pop-up warnings. Id. at 27, Fig.10. The Response, (p.6, Fig. 4), shows that no similar
language appears in more recent pop-up warnings.

It thus appears that LimeWire claims that LimeWi r e 4 . 1 2 .-fdlder§eature h ar e
discloses recursive sharing because its warning referst o fiyour nesv 0s avieh aft ol
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As, 0 Li meWire seems to claim, I nforms even yc
downloaded flesin a A Documents and Settingso folder t
recursively share the data files of all users of that computer.

The Response, (p.6, Fig. 4), reveals the flaw in this claim. LimeWire has altered

its share-folder feature so users can select multiple Aid ownl oad | ocati onso
types of files: Users can now store downl oade
AMy Documents, 0 and i mage fil es i-foldefifddyurePi ct ur

that used to recursive share only one folder per use can now recursively share up to six
folders per use. Indeed, the Response (Fig. 4) shows a user being asked whether they
wantto sharetwofinew save folderso as a -foldesfaatute. of one

Userscouldthusr easonably conclude that the Aso0o i:
this new multiple-folder-sharing capability, not that shared folders would be shared
recursively. I n any case, Li meWireds Respons
sharing can be effectively disclosed through warnings more opaque than those given in
the search-wi zard feature that it eliminated becaus
by inexperienced users, o (p.5).

(3) The sensitive-f ol der warning in LimeWireos
indicates that sharing will not be recursive.

Li meWireods Response, (p. 2u,p 9N)s,e-chekbepembed
warnings that wil.l appear i f someone wusing Li
share a folder likely to contain sensitive data. While such warnings could be helpful, the
Response overlooks three factors that, collectively, may make these sensitive-folder
warnings misleading.

First, sensitive-folder warnings could mislead w they provided inconsistently. The
I i st of fdldersinthe Respansep(p.2), contains two obvious omissions:

e "My Mus i meédia plderssave files ripped from CDs in subfolders of A My
Musi charing My Mhus caosé mamp ar Imdst users to share
thousands of infringing audio files and become targets for lawsuits.

e "My Pictureso: Many digital cameras wil |l
Pictures, 0 and many scanners or mul tifuncH
documents, (like bank statements ortaxrecords) , i n subf Bildeuseofon

Second, fouri nt erfaces in LimeWire 4.12.15 wil/|

submenu of its Options menu,; (2) the ASaving

ALIi braryo 1 nt er f afclder,featare id its(setup process. Thehsansiteve-

folder warnings appearonlyi f f ol ders are shared through t hi
Library, a user receives no warning i f he sh;
recursively shares t he allfudéss ofhatcompuen.t so f ol der s
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Third, the sensitive-folder warning does not disclos e t hat a Aswihbei ti veo
shared recursively. Indeed, the warning indicates, (p.9, Fig.7), that sharing will not be
recursive: AYou are at t eanigderi thagis likely tos domtainesensitive
i nformati ohisé§ oShdaenre® o (emphasi s easlymigedd users. Thi s
For example, recursive s har i ng of a ADocuments and Setti n;
but users who think that sharing is non-recursive could examinet hei r A Dondument s
Settingso fohaterintamids fimldder 6 contains no sen:

For all of the above reasons, LimeWire 4.12.15 appears to be neither the version

most compl i ant GedetohConductmerWhe veesimrs least likely to cause
i nadvertent sharing. This seems attributabl
sharing, (p.12), Afis the behavior that mo s t
supporting evidence is cited, but the Response seems to claim, (p.6), that because
selecting a folder in Windows Explorer wildl r
experienced computer user so wi || expect fil

recursively. For several reasons, this claim is both irrelevant and wrong.

L i me Wiclaim @sdrrelevant because many or most users of filesharing are not
experienced computer users. Many are teenagers or pre-teen children who may be
neither experienced nor safety-conscious. As the USPTO Report notes, (p.8),
LimeWire itself has referredt o user s of filesharing progr ams
Athe | ittle guys. o

Li meWireds claim also appears to be wrong.
of filesharing programs may not expect them to behave like computer operating
systems orr amlyasfisotchfe soft ware. o The consequ:
Windows differ profoundly from those of fdfishar
thousands of anonymous strangers. Users need notd and should notd expect the latter
act to be no more difficult than the former.

Moreover, five years ago, Usability and Privacy warned that filesharing programs
should not share folders recursively: Recursive sharingd even if disclosedd imposes
upon users a burden that too many will be unable to bear: Even if users do know that
sharing wil/l be recursive, they can assess i
knowl edge o0 typdsofffilés)a giveh @dgram will share, (2) the structure of their
folder hierarchy and (3) the contents, locations, and sensitivity of all files it contains.
See Usability, at 140. If most users possessed this detailed structural and substantive
knowledge, Windows would not contain a file/folder search systemd and filesharing
programs would not have contained search-wizard features.

During the five years since Usability and Privacy was published, LimeWire has been
testing its contrary theories about the obviousness of recursive sharing on the public.
The results of i1its experiments spoleaingf or them

3. Li me Wi r e 6 sWishaddeaturte.
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Li meWireods Response to the Co mmi-wizard e 0 S g
feature is unhelpfully vague. The Response admits, (pp. 5, 14, A8), that LimeWire did
deployd b u t has #fArecent | ydda ssatclowizard featudee pt Idaey noh g
disclose when it was first deployed or when it was removed.

We have thus reviewed public data to provide more information. We first found a
search wizard in LimeWire 3.8.6, released in February of 2004. We found it in each
subsequent studied version through 4.12.12, which was available in June of 2007.
LimeWire thus deployed a search wizard for about 3% years. In all studied versions,
t he search wi zard tended to Arecommend?o rec
D o ¢ u mefaldersand all of its subfoldersdot he user 6s fAprinciple dat e
This search-wizard feature did not differ materially from the KaZaA search-wizard
features condemned by Usability and Privacy and the Committee. In some ways, it was
slightly worse: Unlike the KaZaA wizard, it would be triggered by default during setup,
and the LimeWire wizard told usedtheRedpanse it wo
now admits, (p.A8), that this was wrong. In other ways, it was slightly better: It did
disclose that selected folders would be shared recursivelyd but as the Response
concedes, (p.5), this failed to eliminate it
users. o | n t hhad teedo dhat Kadafmeidii 20@3: Remove the search
wizard from its program.

LimeWire states, (p.5), that the Code of Conduct it drafted, published, and
promoted i n 2003 -smpeseed obhtommbnons. Whi | e
obligations also responded to two specific problemsd share-folder and search-wizard
featuresd identified in Usability and Privacy and t h e Commi tteeds 2003
Neverthel essRedparesd,redp. 2) , cl ai m€odéiwhiler i ct a
the search wizard was deployed.

We di sagr ee. Codd requeed/ithateité program be design e d At o
reasonably prevent the inadvertent [ shari ng]
data repository. o For about 31 year s, Li meW
inexperienced users recursively sharedogsheir i
not Areasonably prevento sharing of a Aprinci
users share it. Nor does a fAreasonably desi
that would be unreasonable for almost any user to accept.

Nor can we understand why any distributor of a filesharing program would keep
deploying a search wizard three years after identifying it as a cause of catastrophic

inadvertent sharing. Il n August of 2004, a r
Officer why users of LimeWire were inadvertently sharing classified military documents.

Il n response, he cited the search wizard: A on
feature that automatically scans the userds h

t he net wor k. COQOJ said tme fdhtureecdnsmake it easy to expose private
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i nformati on® Meyertheless, Limd\ére kiept deploying the search wizard for
nearly three more years.

4. LimeWi r eParsal-Uninstall Feature.

Li meWireds Response @anopoierdialsmisteading amswer topthe e t

Commi tteebds question, AHow can wusers compl et
without leaving behind files that might affect subsequently installed versions of its
program?o The i nstr uwpotworkrios users of mast, vergiops.ofl 2 ) W |

LimeWire and they omit a key detail that makes them useless to users of the most
recent versions of LimeWire. These instructions are flawed because they do not
disclose a critical change in LimeWired partial-uninstall feature.

In studied versions of LimeWire from mid-2003 through mid-2006, the datafile
used by the partial-uninstall feature was stored in a visible f ol der call ed da.l
located in C:\Documents and Settings\[username]. Deleting this folder would disable
the partial-uninstall feature.

Recently, LimeWire relocated the relevant datafile. LimeWire 4.12.15 stored it in
a subfolder within the userds AApplication Da
folder is a hidden folder: Users can neither see that it exists nor delete any of its
subfolders. In short, LimeWire recently changed its partial-uninstall feature in a way
that prevents even users who once knew how to disable it from doing so again.

The rest of Li me Wi r e (partial-anmngtdll deatare are mat f or

credibl e. First, it argues that this is an
doing ito dpsarntoi caunfsawelry i n an industry that p
which [its] software may readily be uninsta | | ed . 0

Second, it argues that saving user-defined settings can make it easier for users
to upgrade to new versions of a program (pp. 12, A11). No one disputes that user-
defined settings can be retained when a presently installed version of a program is
upgraded to a new version.” Nor does anyone assert that all programs must delete all
user-defined settings when uninstalled. Problems like those caused by partial-uninstall
features arise only if (1) non-deleted user-defined settings could have potentially
dangerous consequences, and (2) a program was specially designed to re-used rather
than overwrited any non-deleted datafiles containing those potentially dangerous user-
defined settings.

If a program does this, then no one can predict the consequences of installing it

® Hiawatha Bray, File-Sharing Imperils US Secrets, The Boston Globe (Aug. 4, 2004)
(http://www.boston.com/business/technology/articles/2004/08/05/file_sharing_imperils us secrets/).

" The Report notes, however, that if a distributor alters its program because potentially dangerous or
misleading features deployed in previous versions caused inadvertent sharing, then user-defined
settings should be reset or re-confirmed. Ifthisisnot done, t he f#iwthperpetnatethd® pr ogr ar
ef fects of previous errors. USPTO Report at 33. Li me
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on a computer. Li meWireds Response states (
unless the user has explicitly chosen that file, a folder containing that file, or a folder
containing a parent folder efd @wahabowhilbad; obr t
At the hearing, Mr. Gorton said, Al T] he defaults are secure.
enter using LimeWire, yotherdiono informatidnahatevoullny f i |
be on your computer that would be made public to any b o d yranécript, at 19.
Li me Wi artelaisinstall feature makes such statements dangerously wrong.

Finally, Li meWireods RARLY)ghatwhile its pdrtialiummstall( pp . A
feature could reinstate settings more dangerous than the usual defaults, it might also
perpetuate settingslessdanger ous than the default s: Afl]f
complete privacy and prevented all sharing, then LimeWire would automatically
perpetuate that privacy and c oAs tigcusseegbelowgt s har
Li meWireods Al ndi vidually Shared Fil eso feat
unwittingly inherits settings thatoncei pr event ed al | sharing, 0o wil/|
as they begin downloading.

5. Li meWireds n-Shardd-Fvii ld&eatdiré. y

Li meWireds Response, (pp. 12, A3)Sharedepeat e
Files (ISF) feature is a coerced-sharing feature. But its alternative explanation for this

feature cannot explain its belsRawas added alond-i me Wi
with the &éDownload Asd feature, to allow a
|l ocation. o But LimeWire wild/ tag downl oaded

theywerenotd ownl oaded wusing its @ DWinwhasthesdiledts 0 f eat
offer any credible alternative to the explanation proposed in the USPTO Report (pp. 35-

36, 44-45): ISF is a form of coerced-sharing feature implemented because too many

LimeWire users had learned how to stop sharing files.

6. Other Issues.

Only one otherissueinLi meWi reds Response bears not e:
a troubling attitude toward LimeWire users and the problem of inadvertent sharing. In
2003, distributors of filesharing programs that had caused inadvertent sharing
acknowl edged their duty to protect their user
that it is the responsibility of peer-to-peer file-sharing companies to proactively protect
the privacy and security of t hQ@erexgosedat5% f t hei

Li meWireds Response, (A10), di splays a dif
safety: ALIi meWire -ghearoigmg zmerso grhaambésa gurlpose i
has stated that it found it odd when people complain about files being shared by such
programs. O Similar statements I|itter the Res

portrays inadvertent sharing as a stupid-u s e r problem to be bl amed
Acareless, 0 Ainexperienced, of iwagéti genve) opeses
(pp- 1, 5, 13, A9).
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For example, the USPTO Report, (pp. 25-26), showed why a user who had
inadvertently shared thousands of legally acquired audio files via the share-folder
feature in LimeWire 4.0.7 might think that the sharing caused by that feature could be
cured by <clicking the pr ovseans th reftddesits defagtf aul t o
setting. Li meWirebds Response, (p. A8) , bel it
LimeWire, sharing caused by one menumustbecorrect ed i n a di fferent me
an example of precisely the sort of wuser who
case the user navigates to an option titled
when that user wishes to change whatisbei ng shared. o

But the problem illustrated resides in the program, not the user. Ordinarily, no
one would think that a n Ssawng ofdilés wouldraftectthee di c at e
sharing of folders. [ n Li meWire, It does. ingyheni fisa
reasonable to expect a user who discovers thisd and thus realizes that she has shared
sensitive folders by changing the default setting for saving filesd to return to the menu
t hat caused the problem and c |l itcdefault geting.i Us e De

Unf ortunatel vy, this attitude that pervades
its program: Today, users of LimeWire 4.14.10 who try to halt inadvertent sharing of
recursively-s har ed @A Save Dir éascshaerfaoldersfoe ahwredsndgUse d
button will receive the same potentially misleading feedback that users of LimeWire
4.0.7 received in 2004.

LimeWire's Response to the Committee's Hearing

Because LimeWireds CEO testified unlkeer oat
would fAdo everything i n my powenscrigt,cat 22,i g h't i
LimeWire could hardly fail to make some improvements during the next three months.

The critical question is thus whether LimeWire has made meaningful changes that will
significantly reduce inadvertent sharing.

As of this writing, the current version of LimeWire Basic is 4.14.10. To determine
how it has changed, we compared its behavior to that of LimeWire Basic 4.12.15, the
last version that we downloaded before the Commi t t eedés heari ng.

One change in 4.14.10 could have been meaningful: When users share folders
through its ASaving, 0 ASharingo anupwdmngbraryo
that displays a graphic representation of the folders and some of the subfolders that will
be shared and they can alter or cancel their actions.® While imperfect, these graphic
pop-up warnings could have prevented some inadvertent sharing: But not if they were
implemented in a way that tended to deny their benefits to users upgrading from
previous versions of LimeWire and to users installing LimeWire for the first time.

8 Unfortunately, thesenew war ni ngs can also provide misleading feed|
that would be shared, the warning will provide feedback indicating that it will not be shared. But if the

user then selects one of its subfolders, the program will re-selectfor sharing all files stored in the parent

folder that the user just chose not to share.






